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Executive Summary

The emergence of large language models (LLMs)
has initiated a profound transition in the
methodology of legal research and regulatory
compliance across industries. However, their
deployment through centralized cloud APIs
remains fundamentally incompatible with the
requirements of highly regulated sectors.
Automotive manufacturers, suppliers, and legal
professionals operate under strict confidentiality,
intellectual property protection, and compliance
obligations that prohibit the external transmission
of sensitive information. This structural constraint,
referred to in this paper as the “Privacy Wall,” has
limited the practical integration of generative Al
into high-stakes legal and engineering
environments. Moreover, the inherent
unpredictability of model
hallucinations renders public Al platforms
fundamentally incompatible with professional
mandates.

This white paper introduces The Air-Gapped Legal
Mind, a sovereign Al architecture based on local
Micro-LLMs and retrieval-augmented generation
(RAG). The system is designed to operate within
infrastructure physically isolated from external
networks, ensuring full data control, auditability,
and regulatory compliance. By separating the
reasoning engine from the knowledge repository,
the architecture enables precise, context-
grounded legal intelligence without reliance on
external Al providers.

The approach is validated through a large-scale
case study conducted at Automotive Artificial
Intelligence (AAl) GmbH. The deployment indexed
more than 257,000 European Union legislative
documents from EUR-Lex alongside over 1,000
UNECE vehicle regulations, including high-impact
homologation standards such as UNECE
Regulation No. 157 on Automated Lane Keeping

Systems (ALKS). The results demonstrate that
locally deployed 7-8 billion parameter models
provide sufficient reasoning capability for
regulatory-grade applications while offering
superior economic efficiency and infrastructure
sovereignty compared to cloud-based solutions.

Introduction: Sovereign Al in Regulated
Industries

The Enterprise Al Constraint

The introduction of generative Al into enterprise
environments is shaped by a fundamental tension:
the demand for advanced analytical tools versus
the obligation to maintain strict data sovereignty.
Automotive OEMs, Tier-1 suppliers, and legal
advisory firms routinely process proprietary
engineering documentation, trade secrets, and
privileged legal strategies. Transmitting such
information to external Al platforms introduces
legal, contractual, and reputational risks that are
incompatible with professional mandates.

Regulatory frameworks such as the General Data
Protection Regulation (GDPR), export control law,
and sector-specific compliance requirements
reinforce the necessity of localized processing. In
regulated industries, sovereignty is not a strategic
preference but an operational requirement.

The Cost of Hallucination in Legal and
Homologation Contexts

In legal and homologation domains, precision is
critical. For example, UNECE Regulation No. 157,
governing Automated Lane Keeping Systems
(ALKS), specifies detailed operational
requirements. A misinterpretation of regulatory
thresholds could result in rejected vehicle type
approvals, delayed market entry, or significant
financial exposure.

Conventional LLMs generate probabilistic outputs
without inherent grounding in verified source
material. They are trained to predict the most likely
next token, which may lead to responses that are
linguistically plausible but factually incorrect. In
regulated environments, this necessitates an
architecture that constrains reasoning to verified
legal texts and ensures traceability.
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The Architecture: Decoupling the "Brain"
from the "Librarian"

The Shift to Small Language Models (SLMs)

A persistent misconception in the Al landscape is
that larger models are inherently better for every
enterprise use case. While hyperscale models
excel in broad general-purpose tasks, regulated
legal work does not require a model that “knows
everything.” It requires high instruction-following
reliability, disciplined reasoning over provided
context, and predictable behavior under controlled
constraints. In retrieval-augmented generation
(RAG) systems, the model’s primary role is not to
store law internally, but to interpret and synthesize
verified source text retrieved from an authoritative
corpus.

Micro-LLMs, often referred to as small language
models (SLMs) in the 7-8 billion parameter range,
are sufficient to serve as the reasoning engine in
legal RAG architectures. Models such as Qwen 2.5
and Mistral 7B can be deployed locally on
enterprise-controlled hardware, enabling air-
gapped operation and eliminating the need to
transmit sensitive prompts or retrieved regulatory
content to external providers. This shift from scale
to specialization reduces operational complexity,
strengthens sovereignty, and improves the
feasibility of auditable, controlled deployments in
regulated environments.

Large Language Micro LLM/SLM

Feature Model (Cloud) (Local)
Parameter Count = 100B - 1T+ 7B -24B
Deployment Managed API On-Premise
poy (OpEx) (CapEx)
Data Privac Subject to Absolute
Y Provider Terms (Air-Gapped)

. Large Competitive
ContextWindow " 128K+ (e.g., 32k - 128K)
e Creatlvt.e, Reas.o.nmg, task-

generalist specific

Table 1 Cloud LLM vs. Local Micro-LLM/SLM comparison

The Paradigm Shift: Text as a Mathematical
Space

The architecture of the Air-Gapped Legal Mind is
built on the principle that the LLM should not be
treated as a database of facts but as a "text
calculator". In this paradigm, the factual
knowledge is stored in a vector database, while the
model is used solely for its ability to understand
and synthesize information. This decoupling is

achieved through a three-stage workflow:
vectorization, indexing, and querying.

The Librarian: Semantic Retrieval via Vector
Embeddings

The "Librarian" is the semantic retrieval layer that
identifies  contextually relevant regulatory
provisions within the indexed corpus of 258,000-
documents. This process relies on embedding
models that map documents into a high-
dimensional vector space. The relationship
between two pieces of text is determined by the
cosine similarity of their vectors:

Similarity(q,d) = —L d
imilari , = —
R PTTTFT]
where q is the query vector and d is the document
vector.

The Brain: Micro LLM Reasoning Engine

The Micro LLM serves as the "Brain," processing the
context retrieved by the Librarian. Models like
Qwen 2.5 and Mistral 7B are particularly adept at
this task because they have been fine-tuned for
instruction following and reasoning in multi-turn
dialogues. In an air-gapped configuration, the Brain
does not "know" the law; it "reads" the law provided
to it in the prompt and uses its logic to answer the
user’s specific query.

This setup allows for a highly accurate system
where the model is prompted to follow specific
"Grounding Instructions": if the retrieved text does
not contain the answer, the model must state that
it cannot find the information rather than guessing.
This significantly reduces the hallucination rate
compared to naive LLM usage.

The Librarian: Dense vs. Sparse Embeddings

The heart of the retrieval system is the embedding
model. A common engineering mistake is using
"tiny" embeddings (e.g., all-MiniLM-L6-v2 with 384
dimensions) for complex legal corpora. While fast,
these models often lack the semantic depth to
distinguish between highly similar legal clauses
that have different jurisdictional or technical
implications.

Heavy, domain-specific or state-of-the-art
embeddings like BAAI/BGE-Large-en-v1.5 (1024
dimensions) or Jina Embeddings v2 (which
supports an 8192-token context window) are
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essential for legal RAG. BGE models consistently
top the MTEB (Massive Text Embedding
Benchmark) leaderboard, providing the fidelity
required to cluster semantically related legal
concepts effectively.

Embedding Dimen- | Size/ Best For

Model sions Parameter

all-MiniLM-L6-v2 = 384 90MB Real-time, low-
latency search

BGE-Large-en- 1024 1.3GB High-fidelity

v1.5 RAG, Legal
Docs

Jina-v2-Base 768 100M Long-context

Parameters =~ document
retrieval

gte-Qwen2-7B 3584 14GB Multilingual,

long-document
understanding

Table 2 Overview of Selected Embedding Models and
Retrieval Characteristics

Into the Trenches: Overcoming RAG
Failures (The Case Study)

The case study underpinning this paper involved
indexing more than 257,000 EU legislative
documents from EUR-Lex and over 1,000 UNECE
vehicle regulations, with a particular focus on the
regulatory complexity of automotive
homologation. The objective was not merely
corpus ingestion, but the construction of a
production-grade legal retrieval and reasoning
system suitable for professional deployment.

During implementation, three critical RAG failure
modes were identified and systematically
addressed.

This section details the specific engineering
battles fought to ensure the system remained
accurate and usable for legal professionals.

Failure 1: Conversational Drift (Context Loss in
Stateless Retrieval)

The Problem: Vector databases are stateless; they
lack the memory of previous conversation turns.
When a user asks a follow-up question such as
"What about UNECE?" after an initial discussion on
ALKS, the semantic search engine searches for
"UNECE." In the massive EU database, this query is
too broad and may return documents on fruit
quality or timber standards rather than vehicle
regulations.

The Engineering Resolution: We implemented an
LLM-powered Query Rewriter. Before the retrieval
stage, a small model (e.g., Qwen 2.5 7B) takes the
current query and the recent chat history to
synthesize a standalone, context-rich query. The
rewriter transforms "What about UNECE?" into
"What are the specific UNECE homologation
requirements for Automated Lane Keeping
Systems?" This ensures the Librarian retrieves the
correct "shelf" of information.

Failure 2: Acronym Resolution Failure

The Problem: Technical legal documents contain
numerous acronyms such as ALKS (Automated
Lane Keeping System), DSSAD (Data Storage
System for Automated Driving), and MRM
(Minimum Risk Maneuver). General-purpose
embedding models often fail to recognize the
conceptual link between "ALKS" and "Automated
Lane Keeping," sometimes correlating "ALKS" with
unrelated terms like agricultural quotas.

The Engineering Resolution: We introduced a
dynamic acronym expansion layer. By prompting
the LLM reasoning engine to expand known
industry-specific acronyms within the query before
it is vectorized, we ensure the search covers both
the acronym and its full textual representation.
This is combined with hybrid search, which uses
BM25 (lexical matching) for exact acronym
matches and vector search for conceptual
similarity.

Failure 3: Geographic Retrieval Bias (Semantic
Over-Indexing)

The Problem: EU regulations apply uniformly
across all Member States. However, many
documents in the EUR-Lex database reference
specific countries in the context of state-aid
decisions or national implementation reports. If a
user includes a geographic keyword (e.g., "ALKS
regulations in Germany"), the vector search
disproportionately prioritizes documents explicitly
mentioning “Germany”. As a result, binding EU
vehicle directives—although applicable across the
Union—may be ranked lower simply because they
do not reference Germany in each provision. The
relevant regulatory framework is thus obscured by
unrelated national state-aid rulings.

The Engineering Resolution: We hardened the
system prompt and the query processor to
distinguish between "jurisdictional scope" and
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"geographic limiters." For homologation-specific
searches, the rewriter is instructed to strip
geographic nouns that might bias the retrieval,
focusing instead on the technical directive
identifiers (e.g., "Regulation No. 157").

Benchmarking Vector Database

Performance for Legal RAG

The choice of vector database influences both the
speed and accuracy of the "Librarian." While
Pinecone is a popular managed service, its cloud
nature violates air-gap requirements. For local
deployment, pgvector (Postgres), Qdrant, and
Milvus offer robust alternatives.

Database Baseline | Filtering Best For
Latency = Overhead
pgvector 2.5ms ~2.3x Teams already
(Postgres) (Text filters) using SQL;
sub-5ms speed
Qdrant 52ms ~1.1x Predictable
(Rust) (Consistent) | filtering;
self-hosting
Milvus 20-40ms = Low Massive scale
(Zilliz) (100M+ vectors)
Pinecone 87ms ~1.0x Prototyping

(Managed) (Not for Air-Gap)
Table 3 Vector Database Benchmark Results (Latency
and Filtering Overhead)

Hardware Scaling and Economics:
Workstations to DGX-Class Infrastructure

Local Prototyping with Apple Silicon

Local Al prototyping has been supported by the
unified memory architecture of Apple’s M-series
chips. A MacBook Pro equipped with an M3 Max
processor and 128 GB of RAM is capable of running
an approximately 8B parameter model while
simultaneously hosting a ~1.5 GB legal index in
local memory. This enables a single developer to
prototype a complete air-gapped system locally,
without cloud dependency and without
transferring sensitive data to external providers.

However, Apple Silicon systems are typically
limited in prompt processing throughput
compared to discrete GPU-based architectures.
For longer context windows, an M3-class system
may operate below approximately 200 tokens per
second, whereas dedicated GPUs such as an
NVIDIA RTX 4090 or H100 deliver substantially
higher throughput and lower latency under
sustained workloads.

Enterprise Scaling: NVIDIA H100 and DGX
Systems

When transitioning from prototype deployment to
enterprise-scale operation serving large user
groups, infrastructure requirements shift toward
dedicated Al accelerators such as the NVIDIA
H100. A DGX H100 system containing eight H100
GPUs can execute inference for larger parameter
models with low latency at small batch sizes. For
7B-8B parameter models, such systems provide
high aggregate throughput, enabling concurrent
processing of complex regulatory queries across
an organization.

The scale implications become particularly visible
during large corpus indexing. Indexing
approximately 250,000 documents on a laptop
using a serial vectorization pipeline may require
many hours. By contrast, distributed processing
frameworks such as Apache Spark operating on
DGX-class infrastructure allow parallelized bulk
ingestion and significantly reduced indexing time.

Total Cost of Ownership (TCO): CapEx versus
OpEx Analysis

The transition from usage-based cloud pricing to
owned infrastructure materially affects total cost
of ownership (TCO). Cloud-based Al services
typically involve low initial entry costs but scale
linearly with query volume due to per-token or per-
hour usage fees. In contrast, on-premise
deployment requires upfront capital expenditure
(CapEx) combined with ongoing operating
expenses (OpEx) such as power, cooling, and
maintenance, while eliminating per-token charges.

Under sustained utilization, owned infrastructure
may yield a significantly lower effective cost per
million tokens over a multi-year lifecycle.

Based on the assumptions in the model presented
below, the breakeven point for an 8xH100 on-
premise configuration relative to on-demand cloud
pricing is reached after approximately 11.9
months. At sustained utilization levels exceeding
approximately 6-9 hours per day, dedicated
infrastructure becomes more cost-effective than
discounted cloud savings plans.
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Cost Metric On-Premise Cloud

(5-Year Cycle) (Config A: 8xH100) = (Azure ND96isr)
Initial CapEx $250,141.80 $0.00
Amortized Hourly = $12.08 $98.32

Cost

Power/Cooling $0.87/hr Included

(OpEx)

Total 5-Year TCO $871,912.00 $4,306,416.00
Potential Savings $3,434,504.00 N/A

Table 4 Five-Year TCO Analysis

The TCO model follows the equation:

5
TCO = CapEx + Z(Powert + Cooling, + Maintenance,)
t=1
In this cost structure, the absence of per-token
fees means incremental query volume does not
introduce additional usage-based charges. Total
cost is therefore primarily driven by infrastructure
acquisition and operational utilization rather than
per-request billing.

The Future of Al in Regulated Industries

Agentic Workflows: Multi-Agent Systems for
Legal Review

The Air-Gapped Legal Mind’s architecture already
operates beyond a single chat interface and
implements agentic retrieval-augmented
generation  (Agentic RAG) in  production
environments. Complex legal workflows are
decomposed into discrete steps handled by
specialized agents, each responsible for a clearly
defined function within the reasoning pipeline.

A query refinement agent resolves conversational
ambiguity and expands domain terminology prior
to retrieval. A retrieval agent performs semantic
and lexical search across the indexed corpus. A
cross-referencing agent compares retrieved
material across regulatory sources (e.g., EU and
UNECE) and supports multilingual consistency
checks where required. A synthesis agent
consolidates results into a structured answer with
precise citations.

This agent specialization increases reliability
because each stage can be independently
constrained, monitored, and optimized. Rather
than relying on a single monolithic modelinstance,
the system distributes responsibility across
coordinated agents, resulting in improved
traceability, controllability, and regulatory
robustness.

Continuous Updates: Living Knowledge Bases

A primary advantage of the local RAG architecture
is the ability to maintain a continuously up-to-date
knowledge base without retraining the underlying
LLM. As new regulatory documents or
amendments are published (e.g., updates to ALKS
maximum  speeds or DSSAD recording
requirements), they can be incorporated into the
controlled local corpus and processed through the
indexing pipeline.

Automated ingestion workflows monitor
designated document repositories and trigger
structured re-indexing processes. The vector index
is updated accordingly, ensuring that newly issued
or amended regulatory material becomes
available for retrieval without modifying the
reasoning model itself. In this architecture, the
knowledge base remains continuously aligned with
the current state of the law—an essential
capability in domains where regulatory frameworks
evolve frequently.

Trust through Auditability and Grounding

For legal and knowledge professionals, confidence
in Al systems is established through traceability.
The Air-Gapped Legal Mind supports this through a
three-step verification process: (1) reviewing the
Al-generated answer, (2) examining the specific
cited material extracted from the local index, and
(3) conducting final confirmation using established
research methods. This Human-in-the-Loop
architecture ensures that the system functions as
a structured analytical support tool whose outputs
remain transparent, verifiable, and subject to
professional oversight.

Conclusion & Next Steps

The Air-Gapped Legal Mind represents a
structural advancement for regulated industries
seeking to integrate generative Al within strict
sovereignty and compliance constraints. By
deploying Micro LLMs on controlled local
infrastructure, organizations can address the data
protection and hallucination risks that have
historically limited Al adoption in high-stakes legal
and engineering environments.

The transition from usage-based cloud OpEx
models to on-premises CapEx infrastructure
strengthens intellectual property control while
enabling predictable long-term cost structures and
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scalable throughput suitable for large regulatory
corpora.

The case study, encompassing 257,000 European
Union legislative documents from EUR-Lex and
1,000 UNECE vehicle regulations, demonstrates
that with appropriate engineering controls—
specifically addressing conversational context
loss, acronym resolution, and semantic over-
indexing—a locally deployed Al system can satisfy
the precision requirements of modern
homologation and legal workflows.

Call to Action: In a commitment to fostering
transparency and collaboration within the legal-
tech and automotive communities, AAl is releasing
the project documents as open source. To facilitate
the transition toward secure, local intelligence, we
invite organizations to explore these materials and
test the "Open-Source RAG Lite" offering. This
curated 1,000-document dataset, encompassing
key automotive and data privacy regulations,
allows teams to benchmark our architecture on
their own local hardware and experience the
performance, privacy, and precision of the air-
gapped legal mind firsthand.

About Automotive Artificial Intelligence
(AAI) GmbH

Automotive Artificial Intelligence (AAl) GmbH,
founded in 2017 in Berlin, provides engineering
services and software tooling for safety-relevant
automotive and industrial software programs. AAl
supports OEMs and Tier-1 suppliers with
simulation environments, digital-twin
methodologies, regulatory intelligence platforms,
and structured verification workflows. AXIOM is
part of AAl’s portfolio focused on governance and
validation of Al-enabled systems.

Further Information

For technical documentation, implementation
details, or partnership inquiries, please contact:

Automotive Artificial Intelligence (AAl) GmbH
Franklinstr. 26b

10587 Berlin, Germany

Email: info@automotive-ai.com

Website: https://www.automotive-ai.com

Project repository and technical reference
implementation:
https://github.com/automotive-ai/air-gapped-

legal-mind
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Glossary

Agentic RAG (Agentic Retrieval-Augmented
Generation)

A multi-agent architecture in which discrete Al
components (e.g., query refinement, retrieval,
cross-referencing, synthesis) collaboratively
execute structured reasoning workflows instead of
relying on a single monolithic model instance.

Air-Gapped System
Infrastructure physically isolated from external
networks, preventing external data exchange.

ALKS (Automated Lane Keeping Systems)
A regulated automated driving function governed,
among others, by UNECE Regulation No. 157.

Auditability

The ability to trace an Al-generated output back to
the underlying source documents and processing
steps.

BM25 (Best Matching 25)

A probabilistic lexical ranking algorithm used in
information retrieval systems to score documents
based on keyword frequency and relevance.

CapEx (Capital Expenditure)
Upfront investment in owned hardware
infrastructure.

Conversational Drift
Loss of contextual continuity in multi-turn retrieval
systems.

Cosine Similarity

A mathematical measure used to determine the
semantic similarity between two text embeddings
by calculating the cosine of the angle between
their vector representations.

DSSAD (Data Storage System for Automated
Driving)

A regulatory data recording system defined under
UNECE Regulation No. 157 that captures
specified system states and events for traceability
and compliance verification of automated driving
functions.

Embedding Model
Neural model that transforms text into numerical
vectors for semantic comparison.

Embedding Benchmark Leaderboard

A comparative ranking of model performance on a
benchmark suite (e.g., MTEB), typically used to
inform model selection for retrieval quality.

Grounding Instructions

Explicit prompting constraints that require the
language model to base its output strictly on
retrieved source material and to abstain from
speculation when no supporting evidence is
found.

Hallucination
Factually incorrect but linguistically plausible Al-
generated output.

Micro-LLM / Small Language Model (SLM)
A language model typically between 7B and 8B
parameters optimized for task-specific reasoning.

MTEB (Massive Text Embedding Benchmark)

A widely used benchmark suite for evaluating text
embedding models across multiple retrieval and
semantic similarity tasks.

OpEx (Operational Expenditure)

Ongoing operating cost, typically recurring
expenses such as cloud subscription fees, usage-
based API charges, hosting, and support.

Retrieval-Augmented Generation (RAG)
Architecture combining document retrieval with
language model reasoning.

Sovereign Al
Al infrastructure fully controlled by the deploying
organization without external dependency.

Total Cost of Ownership (TCO)
Comprehensive lifecycle cost assessment over a
defined operational period.

UNECE Regulation
International vehicle regulation under the UN 1958
Agreement framework.

Vector Database
Database optimized for similarity search using
high-dimensional embeddings.

Vectorization

The process of converting textual documents into
numerical embedding representations  for
semantic comparison.
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